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1
Decision/action requested

This contribution proposes a new solution for FS_eNPN_SEC.
2
References

[1]  3GPP TS 33.501: " Security architecture and procedures for 5G system"

3
Rationale

This pCR proposes to add a new solution on service authorization in eNPN.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.857.
*** BEGIN OF CHANGE ***
6.x
Key Issue #x Solution on service authorization for SNPNs
6.x.1
Introduction
This solution address Key Issue #x Roaming-related security mechanisms for SNPNs. Considering the entity separate from the SNPN can be a PLMN or some other Service provider and the SNPN follows similar architecture as 5GC, Rel-16 roaming architecture can be used as the reference in this case, e.g., the AMF in SNPN interacts with the AUSF in PLMN to get the UE authentication services. 
6.x.2
Solution Details
In case of roaming architecture, service authorization procedure is similar to the one indicated in TS 33.501 [1] clause 13.4.1.2.
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Figure 6.X.2-1: NF Service Consumer in SNPN obtaining access token before NF Service access
1.
The NF Service Consumer in SNPN shall invoke Nnrf_AccessToken_Get Request (SNPN IDs and other parameters defined in TS 33.501 [1] clause 13.4.1.2) from NRF in the same SNPN. 
2.
The NRF in SNPN shall forward the parameters it obtained from the NF Service Consumer to the NRF in PLMN.
3.
The NRF in PLMN checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF in PLMN shall generate an access token as defined in TS 33.501 [1] clause 13.4.1.1 with SNPN IDs as additional claims.
4.
If the authorization is successful, the access token shall be included in Nnrf_AccessToken_Get Response message to the NRF in SNPN. 
5.
The NRF in SNPN shall forward the Nnrf_AccessToken_Get Response to the NF Service Consumer.
Editor's Note:
It is FFS whether there are SEPPs between the SNPN and the PLMN.
Editor's Note:
It is FFS whether NRFs and potentially SEPPs can verify the SNPN ID.
6.x.3
System impact

TBA.

6.x.4
Evaluation

TBA.

*** END OF CHANGE ***
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